
A major advantage of the Lightfleet fabric is its inherent ability to avoid cyber security 
threats that are directed at the network fabric itself. Lightfleet’s Multiflo™ Data 
Distribution System (DDS) provides a network implementation that is not vulnerable 
to network-oriented attacks, including the Meltdown and Spectre attacks that are 
posing major security issues for processor manufacturers and users. 

Enterprise computing, cloud computing and server farms are particularly vulnerable 
due to multiple access points, and are susceptible to a wide range of attacks that 
may bypass or penetrate even the best firewalls. The large and complex software 
stacks that are used to implement packet switching and routing functionality in 
typical network switches create the vulnerability in most network architectures. 

Lightfleet’s architecture is unique because there are NO processors, and NO software 
in the data distribution module (DDM) that are vulnerable to network oriented attacks. 
Packet routing functionality in most other network architectures is controlled by 
information carried in the network packets themselves. As such, they are susceptible 
to malicious attack if packets are modified to cause the switch software stack to 
misroute, duplicate or destroy packets.  Lightfleet hardware and protocols have been 
designed in such a way that malicious packets cannot be built that will impact the 
operation of the DDM.  Data flows from source to destination under hardware control 
based on information contained in the packet.  In a Multiflo fabric, packet contents 
themselves are not able to modify the data path as malicious packets might in a 
switched network.

Another typical form of network attack is called a denial of service, or DOS, attack. In 
this form of attack a large number of computers are directed to send network traffic 
to a system that is the target of the attack. Due to the complexity and functionality of 
the switch software, the switch may become non-functional due to the overload of 
traffic, or in some cases, the switch software will crash.  In either case, packets will 
be dropped. The Lightfleet DDM is architected with hardware-managed flow control 
that prevents the congestion caused by DOS attacks from propagating into the fabric. 
Even under heavy traffic, the Lightfleet fabric does not drop packets.

Given that the Lightfleet Multiflo fabric has been designed to be immune from the 
effects of cyber security threats, how are the fabric-controlling hosts prevented from 
maliciously accessing fabric hardware? The design of the Multiflo architecture has 
been enhanced as follows to prevent this.
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Each second-generation HBA and DDM has one or more system monitors for the 
physical environment that also provide secure storage for Advanced Encryption 
Standard (AES) key storage.  This enables single-event upset (SEU) detection and 
recovery. In addition, a high-performance configuration block, integral to the hardware 
devices, provides 256-bit AES-GCM decryption for external device configuration.  This 
guards against direct-access attacks (facility penetration at the physical level) and 
hacking attempts during system reconfiguration. Configuration decryption prevents 
attacks that attempt to replace, alter, or copy valid FPGA code.

The first line of defense is always proper facility management which is necessary to 
prevent system compromise.

Each DDM is based on Lightfleet’s patented Multiflo architecture, wherein a message 
or data packet is routed to its destination(s) within the fabric according to local 
connection tables.  These tables are protected by secure key codes in the second-
generation Multiflo architecture. This provides additional options for characterizing 
connection group identifiers. A secure Keystone Host computer, isolated from external 
access, is responsible for initializing and maintaining system-wide communications and 
connectivity tables. 

The Keystone Host maintains a secure access code for each DDM. These codes may 
serve as encryption keys or simply be hard-to-guess random numbers as determined 
by the facility manager. The codes may be of the rolling type or simple keys. A unique 
code is required during the initialization process and a second unique code is needed 
to manage the connection tables (subscriptions) for each cooperating group as well as 
for individual end-points. The codes prevent unauthorized access to the connection 
tables. Failed attempts to access the initialization registers or connection tables are 
logged in the hardware of the receiving DDM and an error message is sent to the 
Network Manager should invalid attempts pass a threshold. 
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The Network Manager is an application that monitors and controls the configuration 
of the fabric itself. That is, a fabric can be configured to support a number of different 
topologies such as a three-layer Clos network, a 3-D torus, or hypercube. If there is 
a DDM failure, the Network Manager will attempt to route traffic around the failure. 
The Group Manager is software that controls access (i.e. join, leave, destroy) to the 
working groups. Access to Group and Network Manager information is by means of 
protected registers located in the cluster’s hardware and is kept hidden from external 
access points and all user applications. Only the Network Manager may set or alter 
these internal addresses. All initialization requests and internal address changes must 
be made by the secure and protected managers using key codes from. 

Applications have no knowledge of the Group and Network Manager locations, so the 
managers can be moved within the fabric to other secure hosts as needed without 
sending out notifications. Requests from any host to create, join, and leave groups 
may be issued. These requests are either allowed or denied by the Group Manager 
according to preprogrammed rules.

Since these managers could be a weak link in the security chain, access to them 
is restricted and protected by an appropriate level of encryption. This provision, 
along with internal traffic monitoring (described below), provides the safest means of 
protecting the managers against unauthorized access. 

When this isolation feature is enabled, each message that is sent from a source 
node to one or more destination nodes requires an access code to certain secure 
and protected tables in the transmitting HBA. Each such table contains a means for 
translating the code to a hardware address within the cluster and these tables, like 
the connection tables, are established and maintained by the Network Manager. 
Each hardware address is used for unicast or multicast destinations according to the 
message type. The access code is of the rolling-key type as found in keyless entry 
systems.  The code mechanism is activated by the Network Manager when the cluster 
is initialized. Access failures are counted and the HBA isolates an application or its host 
from the cluster if a failure threshold is reached. 

The encrypted address tables are accessed for each message that is sent from a 
source node to one or more destination nodes. An incorrect destination code will result 
in discarding the compromised message and sending a notification to the appropriate 
manager. This feature guards against unauthorized eavesdropping of intracluster 
traffic and defeats backdoor attacks that arise due to hacking of any of the servers 
connected to external gateways (internet and local-area networks).

The Multiflo architecture is based on the concept of cooperating groups, wherein a 
group member may send messages only to other members of the same group. This 
restriction is enforced at the hardware level by secure connection tables. An authorized 
snooping application may reside in the host containing the managers. Since this 
“knows” which groups are active, the snooper may be added to any group and thus 
receive any communications meant for that group. 
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No network can claim that it prevents the spread of malicious code (e.g., viruses, 
trojan horses, worms, etc.) without severely impacting network performance. By 
avoiding the most-often exploited vulnerabilities of computer networks, Lightfleet’s 
“secure-by-design” Multiflo DDS forms the basis for financial and mission-critical 
computing systems of all types.
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Interested in evaluating Lightfleet technology? Lightfleet will provide all the 
details to qualified organizations. Please call Jay Brandon at 360.816.5700 or 
email jbrandon@lightfleet.com to order or discuss specific requirements.
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